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Where the heck is Rapperswil?

Munich
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HSR - Hochschule für Technik Rapperswil

ÅUniversity of Applied Scienceswith about 1500 students

ÅFaculty of Information Technology (300 -400 students)

ÅBachelor Course(3 years), Master Course(+1.5 years)
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strongSwan Usage Scenarios

Internet
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VPN Tunnel

VPN Tunnel

VPN Gateway
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VPN Gateway
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ÅstrongSwan is an Internet Key Exchange Daemon responsible
for automatically setting up IPsec-based VPN connections.
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The FreeS/WAN Genealogy

Super FreeS/WAN

2003 X.509 2.x Patch

FreeS/WAN 2.x

1999 FreeS/WAN 1.x

X.509 1.x Patch2000

Openswan 1.x

¦2004

2004

strongSwan 2.xOpenswan 2.x

2005

ITA IKEv2 Project

2006

strongSwan 4.x

2007 IKEv1 & IKEv2

IKEv1 &
partial IKEv2

IKEv2 RFC 4306

New architecture,
same config.
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IKEv2 Interoperability Workshops

ÅstrongSwan successfullyinteroperated with IKEv2 products from
Alcatel-Lucent, Certicom, CheckPoint, Cisco, Furukawa, IBM, Ixia,
Juniper, Microsoft, Nokia, SafeNet, Secure Computing, SonicWall,
and the IPv6 TAHI Project. 

Spring 2007 in Orlando, Florida
Spring 2008 in San Antonio, Texas
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strongSwan Key Customers

ÅAlcatel-Lucent, Clavister, Ericsson, Nokia Siemens Networks, 
Ubiquisys

ÅFemtocells/Security Gateways for GSM/UMTS/LTE Mobile Networks

ÅAstaro

ÅAstaro Security Gateway

ÅSecunet

ÅSINA Box for High Security Applications (German Federal Government) 

ÅU.S. Government

ÅOpen Source IKEv2/IPsec Reference and Test System for Suite B
Elliptic Curve Cryptography
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strongSwan Business Model

ÅPaid development of customer-specific add-ons

ÅFeatures of general interest are released back into the main
strongSwan distribution under the GPLv2 open source license

ÅCommercial licensing of the HSR-owned IKEv2 source code

ÅLicenseeis not obliged to discloseany proprietary modifications
and add-ons to the IKEv2 strongSwan source code.
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Supported Platforms

ÅOperating Systems
ÅLinux

ÅAndroid

ÅFreeBSD

ÅMac OS X

ÅHardware Platforms (32/64 bit)
ÅIntel, Via, AMD

ÅARM, MIPS (e.g. Freescale, Marvell, 16-core Cavium Octeon)

ÅPowerPC

ÅNetworking Stack
ÅIPv4

ÅIPv6 (SuSELinux Enterprise with strongSwan certified by DoD in 2008)

ÅMobile IPv4/IPv6

ÅPortable Source Code
Å100% written in C but with an object-oriented modular approach

ÅPerformance scalability through extensive use of multi-threading
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What about Windows?
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Windows 7 VPN with Machine Certificates

ÅMicrosoft tested IKEv2 interoperability
using strongSwan right up to the final 
Windows 7 release.
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Windows 7 VPN with EAP Authentication

ÅUsing IKEv2 EAP-MSCHAPv2
or EAP-TLS with smartcards


