“ | :

The strongSwan IPsec Solution
with TNC Support

1
TCG Members Meeting June 2011 Munich
(S
A..“
—
- '
h
!F '
l" Prof. Dr. Andreas Steffen
‘l Institute for Internet Technologies and Applications
—

HSR University of Applied Sciences Rapperswil
andreas.steffen@hsr.ch

HOCHSCHULE FUR TECHNIK

. . RAPPERSWIL 5 3 3
FHO Fachhochschule Ostschweiz . v ’{" W »




. . M HSR
Where the heck is Rapperswil? g occHuE ror TechNik

FHO Fachhochschule Ostschweiz

u 15.06.2011, tcg_munich_2011.pptx 2



_ _ B HSR
HSR- Hochschule flr Technik Rapperswil WS ron TecHNiK

FHO Fachhochschule Ostschweiz

A University of Applied Scienceswith about 1500 students

A Faculty of Information Technology (300-400 students)
A Bachelor Course (3 years), Master Course (+1.5 years)
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Remote Access

VPN Client

VPN Tunnel
VPN Tunnel

Head
Quarters

10.1.0.0/16 10.2.0.0/16
VPN Gateway VPN Gateway
11.22.33.44 55.66.77.88

A strongSwan is an Internet Key Exchange Daemon responsible
for automatically setting up IPsec-based VPN connections.
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1999 | FreeS/WAN 1.x // /

2000 | X.509 1.x Patch

FreeS/WAN 2.x | 2004
Super FreeS/WA
2003 X.509 2.x Patch
Openswan 1.x
|

2004 |

Openswan 2.x ‘ strongSwan 2.x I ﬁ"

—
ITA IKEV2 Project

1l

2005 openswan™

IKEv2 RFC 4306 r
2006 New architecture,

strongSwan 4.x same config.

IKEV1 &
2007 partial IKEv2 IKEV1 & IKEV2
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Spring 2007 in Orlando, Florida
Spring 2008 in San Antonio, Texas

A strongSwan successfullyinteroperated with IKEv2 products from
Alcatel-Lucent, Certicom, CheckPoint Ciscq Furukawa, IBM, Ixia,
Juniper, Microsoft, Nokia, SafeNet Secure Computing SonicWall
and the IPv6 TAHI Project.
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A AlcatelLucent, Clavister, Ericsson, Nokia Siemens Networks,
Ubiquisys
A FemtocelldSecurity Gateways for GSM/UMTS/LTE Mobile Networks
A Astaro
A Astaro Security Gateway

A Secunet
A SINA Boxfor High Security Applications (German Federal Government)

A U.S. Government

A Open Source IKEv2IPsec Referenceand Test System for Suite B
Elliptic Curve Cryptography
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A Paid development of customer-specific add-ons

A Features of general interest are released back into the main
strongSwan distribution under the GPLv2 opensource license

A Commerciallicensing of the HSRowned IKEV2 source code

A Licenseeis not obliged to disclose any proprietary modifications
and add-ons to the IKEv2 strongSwan source code.
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A Operating Systems
Linux
A Android
A FreeBSD
A Mac 0S X

A Hardware Platforms (32/64 bit)
A Intel, Via, AMD
AARM, MIPS (e.g.Freescale Marvell, 16-core Cavium Octeon)
A PowerPC

A Networking Stack
APva
A IPve (SUSELinux Enterprise with strongSwan certified by DoD in 2008)
A Mobile IPv4/IPv6

A Portable Source Code
A 100% written in C but with an object-oriented modular approach
A Performance scalability through extensive use of multi-threading
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= VPN Cert Properties ﬁ = VPN Cert Properties &J

|Genaal |Optiuns| Security | MNetworking | Sharing| General |Optiuns | Security I Networking | Sharingl
Lype of VPN: Host name or IP address of destination (such as microsoft.com or
[II{E\rE v] 1575401 or 3ffe:1234:1111):
[ Advanced seftings ] oon strongswan .org
Data encryption:

[Hequire encryption (disconnect if server declines) v] First connect

o Windows can first connect to a public netwark, such as the
Authentication Intemet, befare trying to establish this vitual connection.

(71 Use Edensible Authentication Protocal (EAP)
[ Dial another connection first:

Properties

@ Lse machine cerficates!

See our online privacy statement for data collection and use
information.

| ok || cance | Ok || Cancel

L

A Microsoft tested IKEVZ2 interoperability
using strongSwan right up to the final
Windows 7 release. .
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S VPN EAP Properties IE = VPN EAP Properties ==
| General | Options | Security | Metworking | 5harir1g| General |Optiur15 | Security | Metworking I Sharing|
Type of VPN: Host name or |P address of destination {such as microsoft.com or
[II{E\rE v] 1575401 or e 12341111
[ Advanced seftings ] Moon strongswan org
Data encryption:
[Hequire encryption (disconnect if server declines) v] First connect
o Windows can first connect to a public network, such as the
Authentication Intemet, before trying to establish this virtual connection.
i@ Use Edensible Authentication Protocal {EAP)
[Micmsnﬂ: Secured password (EAP-MSCHAF v2) [encm *] [| Dial ancther connection first:

(7 Use machine cerficates

See our online privacy statement for data collection and use
infarmation.

| ok || cancel | oK || Ccancel

A Using IKEV2 EARMSCHAPV2
or EARTLSwith smartcards

u 15.06.2011, tcg_munich_2011.pptx 13



